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C KaxkabIM roAoM MOJIOAEXWN B MHTEPHETE CTAaHOBUTLCS 60JbLUE, @ WKObHUKM O4HU U3
CaMbIX aKTUBHbIX Nosib3oBaTenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOIO KO/IMYeCcTBa
BO3MOXHOCTEN, MHTEPHET HeceT 1 nNpobsieMbl. DTa NamsaTKa AOJ/KHaA nMoMoyb Tebe 6esonacHo
HaxoAuTbCS B CETHU.

KoMnblOTepHbIiA BUPYC — 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OTJINUYUTENbHOMN
0COH6EHHOCTbIO KOTOPOM SAABMSIETCHA CMOCOBHOCTb K pa3MHOXEHUI0. B 4ONOAHEHME K 3TOMY,
BMPYCbl MOI'yT NOBPEAUTb UM MOMHOCTbI YHUYTOXUTb BCe albl N AaHHbIE,
NOAKOHTPOJIbHbIE MOJSIb30BATENI0, OT UMEHN KOTOPOro 6bina 3anyleHa 3apaXxéHHas
nporpaMmma, a Takxe noBpeauTb UK AaXe YHUUTOXUTb OMepaLMOHHY CUCTEMY CO BCEMMU
dannamu B uesioM. B 60MbLLIMHCTBE Cy4YaeB pacnpOoOCTPaHSTCS BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aLUMTbl OT BPeAOHOCHbIX NPOorpamMmMm:

e /icnonb3yii COBpEMEHHbIE OMepaLMOHHbIE CUCTEMbI, UMEKLLNE CEPbE3HbIN YPOBEHb
3alUNTbl OT BPEeAOHOCHbIX NPOrpamMM;

¢[10CTOSAHHO ycTaHaBnmBar navytn (umMdpoBsble 3anaaTkmM, KOTOpble aBTOMATUYECKHn
yCTaHaBAMBAKOTCA C uesibio AopabTku nporpaMmmel) U Apyrne o6HOBNEHUS CBOEN
onepaumoHHoOM cucteMbl. CkaumBam UX TOMIbKO C oduuManbHOrO camTa
pa3paboTumka OC. Ecnum cywecTtByeT pexuM aBToMaTM4eckoro o6HoBneHus,
BKJ1tOUM €ro;

ePaboTai Ha cBOEM KOMMbOTEPE NMOA NpaBaMu NMonb30BaTeNs, a He aAMUHUCTPaTopa.
DTO He No3BOSIUT 60/bLMHCTBY BPEAOHOCHbLIX MPOrpaMM MHCTa/IMPOBaTbLCS Ha
TBOEM MepCOoHasIbHOM KOMMbOTEpPE;

e /IcnoNb3y aHTUBUPYCHblE NMPOrpaMMHble NPOAYKTbl M3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTU4eckmMm obHoBNeHMneM 6a3s;

e OrpaHnyb Gm3nYecKkni 4OCTYMN K KOMNbIOTEPY A/ NOCTOPOHHUX NNLL;

e /iIcnonb3yin BHEWHNWE HOCUTENN MHGOpMaunn, Takme Kak dnewka, Auck nnm dann m3
WHTEpHEeTa, TOJIbKO U3 NpodepeHHbIX UCTOYHUKOB;

eHe oTKpbIBa KOMMNblOTEPHbIE alifbl, NOSy4YeHHble N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dainbl, KOTOpblie NpuUcaan TBOM 3HAaKOMbIN. Jlydlle yTO4YHWN Y Hero,
oTnpasnsia M oH Tebe unx.

Cetn WI-FI. Wi-Fi — 2T0 He BMA nepeaayn AaHHbIX, HE TEXHOMOMNS, a BCEro Nuilb 6pens,
Mapka. Ewe B 1991 roay HuaepnaHackas KoMmnaHug 3apeructpmposana 6peHg «WECA», uTto
obo3Hauvano cnosocoyetaHue «Wireless Fidelity», KoTopbIn nepeBoAUTCA KakK
«becnpoBogHas TOYHOCTb>». [10 Hawero BpeMeHu gowna gpyrasi abbpesmaTtypa, KoTopas
ABISETCA TaKol Xe TexHonornen. 310 abbpesuatypa «Wi-Fi». Takoe Ha3zBaHue 6b1s10 AaHO C
HaMeKOM Ha CTaHAapT BbICLIMA 3BYKOBOW TexHMKK Hi-Fi, yTo B nepeBoje 03Ha4vaeT «BbiCOKas
TOYHOCTb>.

[a, 6ecnnaTHbIn MHTEPHET-A0OCTYN B Kade, oTensax U aspornoprax ABASAETCS OT/IMYHOWN
BO3MOXHOCTbIO BblIX0Aa B MHTEpPHET. HO MHOrmMe akcnepTbl cUMTaloT, YTo obwenocTtynHbie Wi-
Fi ceTn He aBnsatoTcs 6e30mnacHbIMMU.

CoBeTbl No 6e3onacHocTn paboTte B
obwepnocrynHbix cetax Wi-fi:



eHe nepenasali CBOIO SINYHYIO MHpOpMaunto Yepes obwenoctynHole Wi-Fi ceTw.
PaboTas B HMX, XenaTesibHO He BBOAMTb Maposn AOCTyMna, IOMMHblI U KaKne-To
HOMepa;

e /icnonb3yit 1 06HOBNSAK AaHTUBUPYCHbIE MPOrpaMMbl U 6paHaMayep. TeM caMbiM Tbl
obe3onacuilb cebs OT 3aKauky BUPyCa Ha TBOE YCTPOICTBO;

e [1pn ncnonbzoBaHmn Wi-Fi oTkatoum dpyHkumo «O6wmnii goctyn K dannam um
npuHTEpam». [laHHas MYHKUMSA 3aKpbiTa N0 YMOYaHUO, 0A4HAaKO HEKOTOpbIe
noab3oBaTeNn aKTUBUPYIOT e€ ansa yaobcTea 1Mcnonb3oBaHus B pabote unin yyebe;

eHe ncnonbayn nybnnunbii WI-FI ansa nepenaym nnYHbIX AaHHbIX, HarnpuMep ans
BbIX0Ja B CoUMaNbHble CETU UNN B 3NIEKTPOHHYIO MOYTY;

e /INONb3yl TONbKO 3allMLLEHHOEe coeamnHeHne Yyepe3 HTTPS, a He HTTP, T.e. npwu
Habope Beb-aapeca BBoAM UMeHHO «https://»;

eB Mo6unbHOM TenedoHe oTkauM pyHKUMo «MogkntoveHne Kk Wi-Fi aBTomMmaTnyeckmn».
He gonyckal aBTOMaTU4eCcKOoro noagkKa4deHnst yctporcrea Kk cetam Wi-Fi 6e3
TBOEro cornacums.

COLWIaanbIe CeTMm. COLI,VIaJ'IbeIe CETUN aKTUBHO BXOAAT B HAWly XXWU3Hb, MHOIrMe noan
paboTaloT M XUBYT TaM MOCTOSIHHO, @ B Facebook yxe 3aperncrpmpoBaH Munanmapa 4YenoBek,
UTO ABNFEeTCA O,CI,HOVI Ceﬂ,bMOVI BCEX XUTenewm nnaHeTbl. MHOrMe nosb30BaTeNnN He MOHMMAIOT,
4YTO MHOPMaLMs, pa3MeLleHHas MU B COLMabHbIX CETSIX, MOXET ObiTb HanAeHa U
MCnonb30oBaHa KeM yrogHo, B TOM 4Yncie He oba3aTesibHO C 61arMMm HamMepeHusiMu.

OcHoOBHble coBeTbl No 6e30nacHOCTUN B
COLIMAJIbHbIX CEeTAX:

e OrpaHuyb CNMCoK Apy3en. Y Tebsa B Apy3bsX HE AOKHO ObITb C/lyYaMHbIX U
HEe3HaKOMbIX JI0AEN;

e3alUMLLAN CBOK YACTHYIO XU3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, aaty
TBOEro poXAEHUS U APYTYIO JIMYHYIO MHMOPMALUUIO. 3/10YMbILLIEHHUKN MOFYT
MCNoNb30BaTb AaXe MHMOPMaLUIO O TOM, KaK Tbl U TBOW POAUTENU NMAaHUpPYeTe
NpOBECTN KaHWKY/bI;

e 3allMLIAN CBOK penyTauuto — AEPXN ee B YNCTOTE U 3ahaBal cebe BOMpPOC: XOTeN
6bl Tbl, YTOObI ApyrMe Nonb3oBaTeNu BUAEIN, YTO Tbl 3arpyxaews? MNogyman,
npexzae Yem 4YTo-To onybsIMKoBaTb, HaNMcaTb U 3arpy3nTb;

e EC/i1 Tbl rOoBOpULLb C JIIOABMU, KOTOPbIX HE 3Haellb, HE UCMOMb3Y CBOE peasnbHOe
UMS1 U APYTYHO NIMYHYO MHbOPMaLUK: UMS, MEeCTO XUTENbCTBa, MECTO y4ebbl n
npouvee;

e 136eran pasmelleHnsa gotorpacduin B IHTepHeTe, rae Tbl n306paxeH Ha MeCTHOCTH,
Mo KOTOPOM MOXHO onpefennTb TBOE MECTOMOJIOXEHNE;

e [lpy perncrpaumm B coumanbHoOl ceT HeobX0AMMO UCMOb30BaTb CNOXHbIE Maponu,
cocTosLme n3 6yks 1M UMdp U C KONMYECTBOM 3HAKOB He MeHee 8;

e [INS couManbHOM CETU, MOYTbI U APYTrMX CalTOB HEOH6XOAMMO UCMOMb30BaTb pasHble
naponun. Torp,a ecnu Tebs B3/10MAkOT, TO 3/I0YMbILWTEHHUKN nMosly4aT AOCTYN TOJIbKO
K OAHOMY MECTYy, a He BO BCe Cpasy.

DNEeKTPOHHbIE fiIeHbIM — 3TO O4YeHb YA06HbIM Ccrocob naaTexen, 0AHaKO CyLLeCcTBYHOT
MOLUEHHMKWN, KOTOPble XOTSAT NONY4YUTb 3TU AEHbLIU.

DNEKTPOHHbIE AEHbIM MOSABUINCL COBCEM HEABHO U MMEHHO M3-3a@ 3TOM0 BO MHOIMX
rocygapctBax Ao CUMX Mop HE MPOMUCaHOo NPOo HUX B 3aKOHax. B Poccuun e oHu
(bYHKLUMOHUPYIOT M O HUX yXKE MNPOMNMCaHO B 3aKOHE, rAe UX pasaensaioT Ha HECKOIbKO BUAOB
— @HOHWMHbIE M HE @aHOHWUMHble. PasHuMLa B TOM, YTO @HOHMMHbIE — 3TO T€, B KOTOPbIX
paspeLlaeTca NpoBoANTbL onepaummn 6e3 naeHTUGUKaLUnm nonbL3oBaTeNs, a B HEaHOHMUMHbIX
naeHTUdMKaALNM NONb30BaTENS SBASETCA 0693aTENbHON.



Takxe cnefyeT pasinyaTb 3NEKTPOHHbIE UaTHbIE AeHbrM (paBHbl FOCYAapCTBEHHbIM
BaJIt0TaM) U 3/IEKTPOHHbIE HedUaTHble AeHbrn (He paBHbl rOCYIapCTBEHHbIM BastloTaMm).

OcHOBHbIe coBeTbl N0 6e3onacHou paboTte c
3JIEKTPOHHbLIMU AAEHbIraMum:

e [IpNBSIXM K CHETY MOBUIBbHBLIN TenedoH. DTO caMbin YA06HbIM 1 6bICTPbIN CNocob
BOCCTaAHOBUTb AOCTYMN K cyeTy. [pmnBs3aHHbIM TenedoH NoMoXeT, ecnu 3abyaeLwb
CBOM MIaTEXHbIA NMapojb WKW 3aigellb Ha CaiT C HE3HAKOMOro YCTPOWCTBA;

e icnonb3yit ogHopa3oBble Naposnu. MNocne nepexona Ha yCUIEHHYO aBTOpM3aLuio
Tebe yxe He 6yaeT yrpoxaTb ONacHOCTb KPaXu UK rnepexsaTa niaTexxHoro
napons;

e Bbibepun cnoxHbI naposb. MpecTtynHmukam 6yaeT He NPoCTO yradaTb CMOXHbIN
naponb. HagexHble maposn — 3TO Maposin, KOTopble coaep)KaT He MeHee 8 3HaKoB
M BKJIIOYALOT B cebs1 CTPOUHbIE M NMPOMUCHbIE BYKBbI, UMM Pbl U HECKOJSIbKO
CUMBOJIOB, TaKMe Kak 3HaK gonnapa, @yHTa, BOCKAMLATENbHbIA 3HAK U T.M.
Hanpumep, $tRONg!;;

eHe BBOAM CBOM NNYHbIE AaHHbIE Ha CalTax, KOTOpPbIM HE AOBepseLlb.

DNeKTPOHHAaA noYTa — 3TO TEXHOIOMMSA U NMpeaocTaB/ieMble el YCNyrm No nepechisike 1
MONYYEHUIO SNTIEKTPOHHBIX COOBLEHMI, KOTOPbIE pacnpenenstoTcs B KOMMNbIOTEPHON CETHU.
O6bIYHO 21EKTPOHHbIN MOYTOBLIA AWMK BbIMSAUT cregyowmm obpasom:
MMSI_Nosib3oBaTensa@uMs_aoMeHa. TakxXe KpoMme nepeaaymn rnpocToro Tekcra, MMeeTcs
BO3MOXHOCTb nepefasaTb damnbl.

OcCHOBHbIe coBeTbl N0 6e3onacHoun paboTe C
3J/IEKTPOHHOMN MOYTOMN:

eHano BbIbpaTb NpaBWU/IbHbBIN MOYTOBLIM CEPBUC. B MHTEpHETE eCTb OrpOMHbIA BbI6OP
6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, O4HAKO Nyylle AOBEPSATb TEM, KOro 3Haellb MU KTO
rMepBbI B PENTUHTE;

e He ykasbiBai B JIMYHOM MoYTE NNYHYO MHpopMauuto. HanpuMep, nydiie BbibpaTb
«MYy3blKasibHbIN_(aHaT@» nam «pok2013» BMecTo «TemMal3»;

e /AIcNONb3yn ABYX3TANHYy aBTopM3aLmio. DTO Korga NoOMMMO Naposis HY>XHO BBOAUTb
KoA4, npucblnaemsii no SMS;

e Bblibepun CNoXHbINM Naposib. 59 Kax4oro NnoYTOBOro sAlWuKa A0SKEH 6biTb CBON
HaAeXHbIN, YCTOMUMBBIA K B3/1IOMY Naposb;

e ECIM €CTb BO3MOXHOCTb HanmcaTb CaMOMY CBOM JIMYHbIN BOMPOC, MCNOSb3YN 3Ty
BO3MOXHOCTb;

e /ICNONb3yN HECKOIbKO MOYTOBbIX SALWWKOB. MepBblii ANS YaCcTHOM Nepennckun ¢
aZpecaTtaMu, KOTOPbIM Tbl AOBepsiellb. ITO 3/1EKTPOHHbIN aapec He Haao0
MCNOAb30BaTb NpW perucrpaummn Ha popymax u cantax;

eHe oTKpbiBal annbl U Apyrnue BAOXKEHUS B MUCbMaXx AaXe eCnv OHW NMpULIan oT
TBOMX ApYy3en. Jlyule yTOYHM Yy HUX, OTMPaBAsaIn nn oHn Tebe atn dannbl;

e[locne okoH4YaHMsA paboTbl Ha MOYTOBOM CEpBUCE Nepes 3aKpbiTUEM BKIaAKU C CATOM
He 3abyab HaxkaTb Ha «BbInTu».

Knbep6bynnuHr nnm BuptyanbHoe nsaeBartesibCTBo. KnbepbynnnHr — npecnegosaHue
coobleHnsaMmn, cogepxxalmmMmmn ockopbeHms, arpeccmio, 3anyrmBaHue; XyJamMraHcTso;
coumanbHoe 60MKOTUPOBaHME C MOMOLLbIO PA3/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KNbepbyNINHIOM:



eHe 6pocatica B 60i. Jlydwmit cnocob: NoCcoBETOBATbLCSA Kak cebs BECTU U, eCNN HET
TOr0, K KOMY MOXHO 06paTUTbCsl, TO BHayane yCcrnokouTbcsi. ECAn Tbl HaYHeL b
oTBeyaTb OCKOpbAeHUsIMM Ha ocKkopbieHns, TO TONbKO ewe 60o/iblle pa3oXxiKellb
KOHMANKT;

eYNpaBnsi ceoel knbeppenyTtaumen;

¢ AHOHMMHOCTb B CeTU MHMMas. CyLlecTBYOT cnocobbl BbIACHUTb, KTO CTOUT 3a
AdHOHMMHbIM aKKayHTOM;

eHe cTOMT BeCTU XynmraHckumn obpas BUpPTyasbHOM XN3HU. HTepHET dbmKcmpyeT Bce
TBOM OENCTBUS N COXPAHSAET UX. YaanuTb nx byaeTt KpalHe 3aTpyAHUTENBHO;

e Cobntoaan cBOW BMPTyasibHY YECTb CMOJIOAY;

e IrTHOPUPYI eAUHUYHbBIN HeraTuB. O4HOPA30Bble 0CKOPOUTENbHbIE COOBLLEHUS Nyylle
NUrHopupoBaTb. O6bIYHO arpeccus NpekpallaeTcs Ha Ha4vasbHOW cTaguu;

ebaH arpeccopa. B nporpaMmax obMeHa MrHOBEHHbIMM COOBLLEHUSIMU, B COLMATbHbIX
CceTax eCTb BO3MOXHOCTb 6/TOKMPOBKKM OTNpPaBKM COOBLLEHUI C OnpeaeneHHbIX
aApecosB;

e ECnin Tbl cBMAeTeNb KMbepbynnnHra. TBOM AENCTBUSA: BbICTYNUTb NMPOTUB
npecneaoBaTens, NokasaTb €My, YTO ero AeNCTBUS OLLEHUBAIOTCA HEFATUBHO,
noaaepxaTtb XepTBY, KOTOPOWN HyXHa NCUXO0Nornyeckasi moMoLlb, COOBLNTb
B3POC/IbIM O haKTe arpecCMBHOIr0 NOBEeAEHUS B CETM.

Mo6unbHbIN TenedoH. CoBpeMeHHble cMapThOHbI U MiaHWweTbl coaepxaT B cebe BNOHE
B3pOC/bln DYHKLUMOHAM, N TeNnepb OHU MOTYT KOHKYPUpPOBaTb CO CTAaUMOHAPHbIMU
KoMmnbtoTepamMn. OgHaKo, CpeacTs 3awwmnTbl 418 NoA06HbIX YCTPOMCTB NoKa O4YeHb Maso.
TecTupoBaHME U NMOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCUBHO, Kak ang MK, To
e caMoe KacaeTcsl U MObuNbHbIX MpunoxeHnin. CoBpeMeHHble MObunbHble 6pay3epbl yxe
NpakTU4YecKkn AOrHaAM HACTOMbHbIE @aHANorM, 04HaKo paclimpeHne GyHKUMOHana Baeyer 3a
cob60om 60NbLIY CAOXHOCTb M MEHbLUYH 3aLNLLEHHOCTb. [aneko He BCe NpoM3BOAMTENN
BbIMyCKaloT 06HOBAEHMS, 3aKpbiBatoLWMe KpUTUYeCcKmne ya3BMMOCTU A1st CBOMX YCTPOMCTB.

OcHoOBHbIe coBeTbl Ana 6esonacHocTn MOGuNbHOro
TenedoHa:

e Hnuero He sBNseTCs NoO-HacTosWeMy 6ecnnaTHbIM. byab 0OCTOpOXeEH, BeAb Koraa Tebe
npeanaratoT 6ecniaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KakKne-To nfaTHbIe
ycnyru;

e [lymali, npexae 4eMm oTnpasuTb SMS, @oTOo nnm BUAEO. Tbl TOYHO 3HaELb, FAe OHU
6yayT B KOHEYHOM utore?

e Heo6x0aMM0O 06HOBNATL ONEpPaUMOHHY CUCTEMY TBOEro CMapTdoOHa;
e /ICNONb3yN aHTUBUPYCHblIE NPOrpaMMbl Ansi MOBUSIbHbBIX TeNnedoHOB;

e He 3arpyxai NpunoxeHnst oT HEM3BECTHOINO UCTOYHWKA, BEb OHM MOTYyT coaepXaTb
BPeLOHOCHOE nporpaMMHoe obecrneyeHune;

e[locne TOro Kak Tbl BbllAelWb C CaiTa, rae BBOAM NIMYHYIO MHMOPMaLMio, 3aiamn B
HacTponku bpay3sepa n yaanm cookies;

e [leproanyeckn NpoBepsii Kakne niaaTHble YyCyrM aKTMBMPOBaHbI HA TBOEM HOMEpE;

e [laBali CBOM HOMep MO6UNBLHOrO TenedoHa TONbKO NASAM, KOTOPbIX Thl 3HaELWb U
KOMY AoBepsiellb;

e Bluetooth gosmxeH 6bITb BbIKIKOYEH, KOrAa Tbl MM HE Mosib3yewbcs. He 3abbiBaii
MHOr4a npoBepsTb 3TO.

Online urpbl. COBpeMeHHbIE OHAANH-UrPbl — 3TO KPAaCO4YHble, 3axBaTblBalOLLNE
pa3BriedyeHns, 0b6beanHSIWMe COTHN ThiCAY YEeNI0BEK N0 BCEMY MUPY. VIFpOKKM nccnepyoT
AaHHbIN UM MUp, obLlatoTca Apyr C APYroM, BbIMOSHAOT 384aHUS, CPaXkalTCcs C MOHCTPaMn 1



rMoay4arT OnbIT. 3a YAOBOSIbCTBME OHU NNATAT: NOKYMaKT AUCK, ONJavynBaroT aboHeMeHT
Nz an06peTa+0T KaKune-To onuunn.

Bce 3TM cpeacTtBa nayT Ha noadepXXaHWe 1M pasBUTUE UMPbl, @ TakXe Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYOTCS CUCTEMbI aBTOPU3aLIMK, BbiNyCKaTca HOBble natun (UndpoBble
3anaaTku AN Nporpamm), 3aKpbiBalOTCA YS3BMMOCTM CEPBEPOB. B Nogo6HbIX Urpax cTouT
ornacaTbCsl He CTO/IbKO CBOMX COMEPHMKOB, CKO/IbKO KpaXkn TBOEro Nnapossi, Ha KOTOPOM
OCHOBaHa CUCTEMa aBTOpU3auUnmn 60/bLUNMHCTBA Up.

OCHOBHbIe coBeTbl N0 6e30NacHOCTU TBOEro
MIrpoOBOro akKKayHTa:

e Ecnu apyrown urpok Benet cebs nnoxo unu co3aaet tebe HeENpUSATHOCTKU, 3abNoKnpyi
€ro B CMUCKEe UIPOKOB;

e [loXanymnca aAMMHUCTPATOPaM MUrpbl Ha NJIOX0€e NOBEeAEHME STOr0 UrpokKa,
XenatenbHO NPUIOXKUTbL KakMe-To AoKa3aTesbCTBa B BUAE CKPUHOB;

e He ykasbiBai NNYHYO MHPOpMauuto B npodansie urpsbl;
eYBaXxal ApPYrnx y4acTHMKOB MO Urpe;

eHe ycTaHaBnuBal HeoduUManbHbIE NAaTUM U MOAbI;

e /ICNONb3yN CNOXHbIE U pa3Hble Napoau;

e [laxke BO BPEMSI UIPbl HE CTOUT OTK/OYaTb aHTMBMPYC. MNoka Tbl Urpaellb, TBOW
KOMMbIOTEP MOrYyT 3apa3unThb.

OULIMHI WM KpaXka JIMYHbIX AaHHbIX. O6bIYHONM KpaXeln AeHer N JOKYMEHTOB CeroAHs
yXe HUKOro He yamsufilb, HO C pa3BUTUEM UHTEPHET-TEXHONOMMMA 3/10YMbILLAEHHUKN
NnepemMecTunnCb B MHTEPHET, U NPOAOSIXKAIOT 3aHUMATbCH «1I06MMbIM» AenoM. Tak nossuaach
HOBas yrposa: MHTEpPHET-MOLIEHHNYECTBA UM PULLINHF, rfaBHas Lesb KOTOPOro COCTOUT B
nosly4eHnu KoHdUAEeHUManbHbIX AaHHbIX NoMb30BaTeNell — NOrMHOB 1 naponen. Ha
aHrnunckoM asbike phishing untaerca kak puwuHr (ot fishing — peibHasa noens, password
— naposb).

OcHoBHbIe coBeTbl No 60opbbe ¢ pUIMHIOM:

OCJ'Ie,CI,VI 3a CBOMM aKKayHTOM. Ecnun Tbi noao3peBaellb, YTO TBOA aHKETA 6bina
B3/10MaHa, TO Heob6xoAMMO 3a6/10KMPOBATb €€ U COOBLLMTL aAMUHUCTPATOpPaM
pecypca 06 3TOM Kak MOXHO CKOpee;

e iIcnonb3yin 6e3onacHble Beb-carTbl, B TOM YMUCe, UHTEPHET-MarasnHoB 1 NONCKOBbIX
CUCTEM;

e /icnonb3yii cnoXxHble U pasHble naponu. TakuMm o6pa3oM, ecnu Tebs B3sioMatoT, TO
3/10YMbILJIEHHMKM NOSyYaT AOCTYN TOJIbKO K OAHOMY TBOEMY NMpodu/io B CETU, @ He
KO BCEM;

eEcnn Tebsa B3nomanu, To Heob6xoamMmMo npeaynpeantb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
nobaBneHbl ' Tebsa B APpy3bsdXx, 0 TOM, 4TO Tebsa B3/10Manu 1, BO3MOXHO, OT TBOEro
MMEHU 6YD,eT paccblylaTbCA CnMaM U CCbIJIKMN Ha (bVIUJVIHI'OBbIe canThl;

eYCTaHOBW HagexHbln naponb (PIN) Ha MobunbHbIN TenedoH;
¢ OTKNIIOUM CcOXpaHeHune napons B bpaysepe;

eHe oTKpbIBai dainbl U Apyrue BAOXKEHUS B MUCbMax Aa)e eciiv OHW MpULAn oT
TBOUX ApY3ei. Jlydlle yTOUYHN Y HUX, OTNPAB/IANM 1N OHU Tebe 3TU daiinbl;

LncdpoBas penytaumsa — 370 HeraTMBHas MM NO3UTMBHAsA MHGOpMaLms B ceTn o Tebe.
KomnpomeTupytowasa nHdopMaumsa pasMeLlleHHas B MUHTEPHETE MOXET Ccepbe3HbIM 06pa3om
OTpasuTbCs Ha TBOEW peanbHON XU3HW. «Lindposas penytaunsa» — 3TO TBOWN UMUOX,
KOTOpbIN popMupyeTcs U3 MHdopmauum o Tebe B MHTEpHeTe. TBOE MEeCTO XUTeNbCTBa,



y4yebbl, TBOe hMHAHCOBOE MosioXeHne, 0CO6EeHHOCTN XapaKTepa W pacckasbl 0 6/IM3KNX — BCe
3TO HakKan/IMBaeTCAa B CETU.

MHoOrve noApOCTKM NNErKOMbIC/IEHHO OTHOCATCS K Ny6aMKauum TMYHOM MHpOopMaumm B
NHTepHeTe, He NOHMMAs BO3MOXHbIX NOCNeACTBUI. Thbl Aa)Xe HE CMOXeLUb A0radaTbCs O TOM,
yTo poTOrpacdms, pasMelleHHaa 5 net Hasag, cTana NPUYNHONM OTKasa NpUHATbL Tebs Ha
paboTy.

KomMmeHTapun, pasmelleHme TBonx potorpaduii n apyrme 4enCcTBUS MOryT HE UCYE3HYTb
JaXke Mocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3HaelWb, KTO COXpaHMA 3Ty MHGOpMaumto,
nornasa Jin OHa B NMOMCKOBbIE CUCTEMbI N COXPaHWMNIACh I OHA, @ rMaBHOE: YTO NOAYMAIOT O
Tebe okpyxatollee noam, KoTopble HanaAyT n yBUAAT 3T0. HanTm nHdopMaumio MHOro net
CNyCTs CMOXeT Ntobon — Kak n3 gobpbix nMobyxXaeHUn, Tak U C HAMEPEHMEM MPUYUHUTL Bpes.
3TO MOXET 6bITb KTO YrOAHO.

OCHOBHbIE coBeTbl No 3awurte umdppoBson
penytauumn:

e[logymain, npexae 4yem 4to-To Nyb6nkKoBaTb U NnepenasaTb y cebsa B 6510re nnam B
coumanbHoOM CeTu;

e B HacTponkax npodusis yCTaHOBU OrpaHUYEeHUs HA MPOCMOTP TBOEro Npoduisa n ero
COAEPXXMMOro, caenamn ero TONIbKO «Ans Apy3en>»;

eHe pa3mMelan U He ykasbiBal MH(OPMaLMIO, KOTOpasi MOXET KOro-nbo ockopbnsaTb
nnn obmxaTb.

ABTOpCKOe npaBo. COBpPEMEHHbIE LLIKO/IbHUKM— aKTUBHbIE MoJfib30BaTeNn LMdpoBoro
npoctpaHcTBa. OAHAKO Aafieko He BCE 3HAKOT, YTO MOJIb30BaHME MHOMMMW BO3MOXHOCTSMU
undposoro mmpa Tpebyet cobnoaeHns NpaB Ha MHTENIEKTYalbHYO COBCTBEHHOCTD.

TepMUH «nHTennekTyanbHas CO6CTBEHHOCTb» OTHOCUTCS K passiMyHbIM TBOPEHUSM
yenoBevyecKkoro yMma, HaumHasi ¢ HoBbiX M306peTeHnin U 3HakoB, 0603HavarLWmnx
CO6CTBEHHOCTb Ha MPOAYKTbI U YCAYTX , U 3aKaH4YnBas KHuramum, gotorpadusaMu,
KUMHOMUIBMaMn N My3blKaabHbIMU NPOU3BEAEHUSMUA.

ABTOpPCKME NpasBa — 3TO NpaBa Ha MHTEeNeKTYyasibHYI0 COOCTBEHHOCTb Ha Npou3BeaAeHUs
HayKun, nMTepaTypbl U UCKYCCTBa. ABTOPCKME NMpasBa BbICTYNalT B Ka4ecTBe rapaHTuun Toro,
UYTO MHTENNEeKTyasbHbI/TBOPYECKUIA TPy aBTopa He 6yaeT HanpacHbIM, AacT eMy
crnpaBeA/iMBble BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTtax CBOEro Tpyaa, noayvunTb
W3BECTHOCTb 1 NpuU3HaHne. HnukTo 6e3 paspelleHuns aBTopa HE MOXET BOCMPOU3BOAUTb €ro
npousseaeHne, pacnpoCcTpaHaTb, Ny6/ANYHO AEMOHCTPpUpPOBaThL, NpoAaBaTb, MMNOPTUPOBATD,
nyckaTb B NpokaT, Ny6/IMYHO MCNONHATb, NOKa3blBaTb/UCNONHATL B 3Mpe Uan pa3mewaTb B
NHTepHeTe.

Ncnonb3oBaHue «NMpaTCKoro» nNporpaMMHOro obecrneveHunsi MOXeT NPUBECTU K MHOMUM
pucKaM: OT MOTepPU AaHHbIX K TBOMM akkayHTaM Ao 6J1I0KMPOBKM TBOEMO YCTPOICTBA, rae
YCTaHOBNEHHbIN He neranbHas nporpamMma. He ctouT Takxxe 3abbliBaTb, YTO CyLlECTBYET
neranbHble M 6ecnnaTHbie NPorpaMMbl, KOTOPblE MOXHO HaWTU B CETU.

CeTeBMNYOK.p — TBOV [1aBHbI COBETYMK B CETU. 34€Cb Thl
MOXeLb y3HaTb 0 6@30MacHOCTM B CETU NMOHATHbLIM U AOCTYMHbIM A3bIKOM, @ Mpw
BO3HWKHOBEHWUM KPUTUYECKOW CUTyaunm obpaTUTbCA 3@ COBETOM.



OpraHusaTop npoekTta — «bnor wkonbHoro BcesHalku» http://www.e-
parta.ru - MHdDOpMaUMOHHO-NO3HaBaTEeNbHbIA NOpTan ANs NOAPOCTKOB.

Mpu nogaepxku HIM «Jlnra 6e3onacHoro nHtepHeta», FocygapcreeHHasa yma P® n Coset
depepaunun PO. MNpoekT MMeeT NONOXUTENIbHOE 3KCNepPTHOe 3ak/tovyeHne MMHNCTepCTBa
obpa3oBaHusa N Hayku PO.


http://www.e-parta.ru/
http://www.e-parta.ru/
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